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Introduction
The Army Training Information Architecture (ATIA) is a set of contractor-devised plus Government Off-The-Shelf (GOTS) and Commercial Off-The-Shelf (COTS) software services. ATIA was designed to provide multi-tiered, web-based access to an integrated training information applications suite for users with Internet Explorer or Netscape supported Windows-based systems.  

The ATIA system employs state-of-the art information technologies in a fully integrated, networked, and inter-netted training support system to provide realistic, timely, user-responsive, and cost-effective training for units and individuals.  The objective Army training system will provide integrated and distributed training information and training management support; comprehensive, configurable, content-rich training products and media; integrated synthetic training tools and devices; and reengineered training processes all in an open system capable of continuous improvement through the infusion of emerging technologies and functional requirements. ATIA is a comprehensive system that will support the Army’s training domain—from tools to training development to training methods.
The purpose of the Administrator’s Manual is to serve as an introduction and guide to the functions and responsibilities of the System Administrators (SAs) who will be using ATIA at various schools or organizations outside of ATSC and Ft. Eustis. In the following pages, you will see how local administrators can set up the client system that communicates with ATIA, establish the user rights and permissions that will define and implement each proponent school’s security policy. 

Overview 
The ATIA system offers System Administrators (SA) the unparalleled opportunity to craft and implement a finely grained administrative policy for their organizations by providing a means of  access control XE "access control"  whose structure is flexible yet comprehensive. It is the primary responsibility of the SA to determine user access rights and privileges, thereby implementing their organization’s access control policies. 

In addition to managing security policy, the SA will be required to oversee installation and administration of the TDDT system on user PCs, monitoring TDDT cache size and assisting with maintenance. Finally, the SA will be required to administer News Feeds XE "News Feeds"  for students and staff of the SA’s proponent school.
In order to undertake and perform these functions successfully, it is necessary to have an organization of functional support at each school. As well as providing system administration at each school, administrators holding these support positions will also communicate with entities outside school boundaries—such as TRADOC XE "TRADOC" , DOIM XE "DOIM" , and ATSC XE "ATSC"  —and have their own roles in the ATIA administrative hierarchy. 
The positions described in the table below comprise the support that will be needed at TRADOC, ATSC, and at each Organization location. Note that, depending upon the size of the school or organization, one SA may have the responsibilities of more than one SA position.
	TRADOC SA
	The TRADOC System Administrator(s) (SA) will assign roles to major proponents and POCs and administer their ATIA domains via TRMC management.

	ATSC SA
	The ATSC SA will manage data across the system via chosen security platforms, servers and database technologies.

	Organization SA
	The Organization SAs will develop logical groupings of data for their school or agency via ATIA Subdomains. 

	Sub-organization SA
	The Organization SAs will create sub-SA positions based on the need of the organization. The Sub-organization SA can be a contractor or someone in a subordinate school.

	Major Function SA
	The Major Function SA will manage data groups such as Collective Tasks, Individual Tasks, or CATS products.

	Sub-function SA
	The Sub-function SA will manage subsets of the above groupings such as Individual Tasks for 11 Bravo.


Table 1: ATIA Functional Support

Questions, comments and other types of feedback to this document should be directed to:

Ask-ATSC at 1-800-ASK-ATSC or via the web at https://ask-atsc.atsc.army.mil.

1 Training and Doctrine Development Tool 
The TDDT XE "TDDT:Installing"  section of ATIA exists for those users who are responsible for creating new training products or for updating existing training to keep up with new developments in equipment, doctrine, or technology. TDDT is used to develop and staff training products (Individual Tasks, STPs, TSPs, Collective Tasks, MTPs, Drills, CATS training strategies, Lesson Plans, Courses, etc.) at the school level and serves as the interface mechanism that connects the schools to their databases within ATIA.

As you will see below, TDDT can also be used as an administrative tool for the local proponent school’s system administrator, allowing individuals with the necessary administrative rights to create groups of data, groups of users, and links between them all. 

1.1 Installing TDDT

To download the application, go to http://www.train.army.mil/tddt/ and follow the steps below or those listed on the site.

NOTE: In order to install the Microsoft .NET runtime files, you must have administrator privileges on the computer.

To install the TDDT XE "TDDT:Download"  application: 

1. Click on the 3.3.2 TDDT download. This installation package comes complete with the TDDT application, the 3.3.2 Server cache, and pre-made filters.
2. Follow the on-screen instructions. 
3. Reboot if required (it is not always necessary). 

When the user opens TDDT and attempts to access a piece of data from the server, a login window appears. 

1. Users should use their AKO XE "AKO:User ID"  User ID XE "User ID" \t "See AKO"  and password to login.
2. If it is not already in place, type the address of the web server used to access the system. (Note: the TDDT download should come with this information already preset in the field. If it is not present, contact the ATSC Help Desk for the server address.)

1.2 Hardware Requirements
The minimum requirements for a TDDT XE "TDDT:System Requirements"  host computer are as follows:
[image: image1.png]Minimum System Requirements for TDDT

Processor

Intel Pentium class, 200 MHz or higher

Operating System

Microsoft Windows xp
Microsoft Windows 2000

Microsoft Windows NT 4.0 SP6
Windows ME

Windows 98

(Note: windows 95 is not supported)

RAM 128 MB (256 MB o higher recommended)
Hard Disk 200 MB on your System drive (usually C:), plus

250 MB on your TDDT installation drive (where you install TDDT)
Display Video: BO0X600, 256 colars
Other Microsoft Internet Explorer 6.0 o later is required

Adrministrator privileges on the computer are required to install





Table 2. TDDT System Requirements

1.3 Administering TDDT on local computers

1.3.1 Monitoring Cache Size and Assisting Users with Maintenance
It is important that the users be reminded to clear their TDDT cache XE "cache"  files periodically to keep up to date with list data that may have changed on the ATIA server. The TDDT caches data on the user’s computer to save time in retrieving lengthy data lists from the ATIA servers; however, the TDDT does not go to the server to refresh or clear the cache unless it is told to do so. As a result, if the user does not use the cache commands to go to the server periodically to refresh/rebuild the cache, the user runs the risk of using an out of date list that is only cached locally.
TDDT provides three ways for the user to clear his cache: 

1. Rebuild Entire Cache XE "cache:rebuild" . The user is able to clear the previously cached lists and filters and rebuild them with fresh data from the server by going to the Tools menu and selecting Rebuild the Entire Cache. 

2. Refresh the Cache. The Refresh button, located on the Open Document from Server popup and the Related Data panel, deletes only the cache XE "cache:refresh" d list being used at that time (e.g., list for individual task or collective task), and rebuilds the list with fresh data from the server. 
3. Clear Entire Cache. On the Tools menu, select Clear Entire Cache, to delete all previously cache XE "cache:clear entire" d data.

It is not the purpose of this manual to provide instruction in the use of TDDT in general. For extensive information on how to use the tool, please refer to the TDDT Help features or the ATIA User’s Manual for Soldiers. 
2 Security Concepts
Before you actually begin using TDDT to administer the local system, it is important that you have a good understanding not only of what you have, but also of what you will be doing within the system; i.e., what you will have upon migration and what you will do to maintain your data. It is important to provide you with an overview of the basic system structure so that you will understand the interconnections of the system and the functions of its various parts. In the end, ATIA is designed to help you answer two questions:
· Which user XE "user:security"  is allowed to go where?

· What is a user allowed to do once they get where they are permitted to go?

All the elements of ATIA Administration exist for one purpose only, and that is to allow you, as the system administrator, to answer those two questions. The diagram can be broken up into 3 major interconnected areas: the users, the data, and the controls on what the users can do to which type of data. Below is a basic diagram of the system. This chapter will explain both the elements and interconnections shown below.


[image: image2]
Figure 1. Basic Diagram of ATIA System
One may describe the flow of this diagram in this way: a user is assigned to a Role Group XE "Role Group"  and then to an Access Group XE "Access Group" , both of which determine, in conjunction, whether the user has a right to access requested data. The Access Group links its users to a Security Subdomain XE "Security Subdomain" \t "See Subdomain" 

 XE "Subdomain" ’s data via the Access Group Permission XE "Access Group Permission" , which tells the system a) what Permissions XE "Permissions"  the Access Group users may use and b) what types of data within the Subdomain the Access Group users can execute those permissions upon.

This chapter is divided into three sections that discuss exactly what all this means and how it actually works.

2.1 Users

2.1.1 Role Groups
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The ATIA system utilizes an access control system that is based not on the identity of the individual user, but rather that user’s role within the system; this is referred to as role-based access control XE "role-based access control" . Under this regime, each user’s duties are ascertained by his Proponent School’s SA, and then that duty set is matched to a Role Group. There are a set number of Role Groups in the ATIA system, and the local SA will not have the ability to modify any Role Group’s definition, or add or delete a Role Group from the set list.
Note: Users who have been migrated from an ASAT XE "ASAT:migration"  database will be assigned to an ATIA Role Group based on the user’s Power Panel settings at migration. For a complete list of Role Groups and their definitions, please see Appendix A.

2.1.1.1 Role Groups and the Static Check. 
For TDDT, the purpose of the Role Group is to provide an extra level of security by serving as the primary security checkpoint for users entering the TDDT system. When the user attempts to login to TDDT, the ATIA system performs a static check, which is a simple check of which Role Group a user belongs to. Another way to view a static check XE "static check"  is as a simple yes/no decision. For example, Sergeant Smith either is or is not a Training Developer. So, if Sergeant Smith is a Training Developer, then Sergeant Smith has access to his school’s database. 

By assigning a new user to a Role Group XE "Role Group" , the SA answers, in part, the question of which user is allowed to go where. A user who is not authorized to edit a specific item in the database will get an error message and will not be permitted to make any changes to that file. 

In the case of TDDT, if a common user with no permission to access training development data downloads TDDT, while the user will have some limited visibility upon opening TDDT (e.g., visibility of the contents of the menu dropdowns and the ability to open up a blank document template), once he or she actually attempts to retrieve a data file from the server or save a document to it, the system will request that the user login to the system in order to access the database. If the user is not a member of a Role Group, TDDT will post an error indicating that the user does not have access to the requested data. In other words, the user will be unable to open files from the database or save to the database. 
Role Groups also provide a specific type of security in that sometimes a Role check is a determinant of access and permission. For example, if Sgt. Smith has the Role of Training Developer, and he tried to edit a Material Item table, he would be denied by ATIA. To edit a Mateial Item table, Sgt. Smith must be given the Role of Material Item Maintainer. Whether Sgt. Smith has the Material Item Maintainer Role will determine whether Sgt. Smith can edit a material item table. This is because, for some types of actions, the user must have a certain Role Group assigned rather than be a member of a certain Access Group. For more information on security Role checks, see Chapter 3, “Applying Business Rules to Security Policy.” 
2.1.2 Access Groups
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Although the hypothetical Sergeant Smith is able to access his school’s database using the TDDT, this does not mean he is free to act within that database at will. Under the ATIA security regime, it is not the individual, but rather the Access Group which is assigned specific permissions to exercise upon specific data. The Access Group XE "Access Group" ’s purpose helps to answer the question of what can users do once they get where they are permitted to go.
2.2 Linking Users to Data
2.2.1 Access Group Permission

An Access Group alone is just a collection of users. In order to connect the users in the Access Group to data an Access Group Permission is required. 

As Figure 1 shows, the Access Group Permission XE "Access Group Permission"  creates a nexus at the point of the interaction between the Access Group (which contains users), the Permissions XE "Permissions"  or Permissions Group XE "Permissions Group"  (which determine what the Access Groups can do), the Objects area XE "Object area" \t "See Objects"  (which tells ATIA what part of the Subdomain’s data the Access Group is limited to exercising its permissions on, such as Collective Tasks only), and the Subdomain XE "Subdomain"  itself (which is a collection of data). 

2.2.2 Objects
A Subdomain XE "Subdomain:and Objects"  has the potential to have 13 types of Object within it. Simply put, Objects XE "Objects"  are types of training products: Individual TSPs, Collective Tasks, Drills, Individual Tasks, Drill Books, Lessons, Courses, Mission Training Plans, Soldier’s Manuals, Task Groups, Events, Exercises, and CATS Strategies. These can all be seen as types of data. 

By linking only specific Objects to the Access Group Permission XE "Access Group Permission:and Objects" , users within the Access Group that is linked to the Access Group Permission are constrained from exercising their permissions against every type of data in the Subdomain. For example, if an SA creates an Access Group Permission XE "Access Group Permission:and Access Groups"  and only links it to the Individual Task Object, the Access Group that is being connected to the Subdomain may only exercise its permissions against Individual Tasks within that Subdomain.

In Figure 2, some set of training data is housed within hypothetical Subdomain X that needs to utilized by Access Group 1. But, Access Group 1 only needs access to Collective and Individual Tasks to perform their assigned Create and Edit actions. That group of users is not permitted to perform any other actions on any other data in the Subdomain. Therefore, there are two Object areas, Collective Tasks and Individual Tasks, that need to be linked to the Access Group Permission to constrain the Access Group from exercising its create and edit rights against MTPs, Drills, etc. Once the specific Object areas are linked, the Create and Edit Permissions are linked to the Access Group Permission. Then, the Access Group is linked to the Access Group Permission and, finally, the Access Group Permission is linked to the Subdomain. Now, the system will be able to determine that members of Access Group 1 have access to Collective and Individual Tasks data in Subdomain X where they are permitted to create and edit.
2.2.3 Permissions and Permissions Groups
The ATIA system comes with a table of eight individual Permissions as well as a set of created Permissions Groups. Permissions XE "Permissions"  or Permissions Groups XE "Permissions Groups"  are linked to Access Group Permissions XE "Access Group Permissions:and Permissions" , which are, in turn, linked to Subdomains. Permissions define the functional parameters for the users within each Access Groups and are a means by which organizational security policy is implemented.


Figure 2. Sample Access Permission Group Link
Table 3 contains explanations of each of the eight ATIA Permissions. 

	Permission
	Definition

	Create
	Access Group members may create data and save it to the server. 

	Edit
	Access Group members may edit a data item.

	Delete
	Access Group members may delete a data item. 

	Publish
	Access Group members may publish a data item to the Reimer Digital Library (RDL)

	Share
	Access Group members may make a data item available to other organizations within the training development community.

	View
	Access Group members may view a data item in a read-only form.

	Manage
	Access Group members may change the status of an object. (e.g., approve a training plan)

	Administer
	Access Group members may grant permission to manage security policy on an object. (NOTE: This is an SA permission.)


Table 3: Table of Permissions

The Permissions Group is a combinations of permissions with a name (e.g., “Analyst” [Create + View + Edit], “Manager” [Create + Edit + Delete + Manage + View + Publish], etc.). Permissions Group XE "Permissions Group" s were created to save system administrators from having to manually link multiple common individual Permissions over and over again. By linking one preset Permissions Group, SAs can more quickly administer their schools’ systems. Note that local SAs may not create additional Permissions or Permissions Groups. Those are Server-side SA functions.
2.2.3.1 Access Group Permissions and Dynamic Checks 

The dynamic check is the second level of access control ATIA uses to determine which actions a user can exercise against a specific set of data, or, to put it another way, the dynamic check determines the Access Group Permissions relationships. The system performs a dynamic check XE "dynamic check"  when Sgt. Smith has opened up the TDDT system, logged in, and attempts to access some data on his PC. In fact, this unobtrusive system check occurs every time a user attempts to pull data out of the server. The system is always prompted to ask “can this user access this data?” 
The reason the check is called “dynamic” is because a user’s permissions change based on the kind of data that person is trying to access.  For example, when the Sergeant opens up TDDT and attempts to access an Individual Task that is part of M198 curriculum, the system runs both the static check and the dynamic check. After determining that Sgt. Smith is indeed a Training Developer with access rights to the data, the dynamic check determines that the Sergeant is a member of Access Groups 1 and 2. Since Access Group 1 is linked to permissions including view and edit and the Individual Task Objects in the Subdomain where M198 Howitzer data is held, the Sergeant is allowed to perform that function. 
If the Sergeant then attempts to create a collective task related to M102 training, the system will run another dynamic check when he tries to save his new document to the server. The system would once again determine that the user is a member of Access Groups 1 and 2. Then, since members of Access Group 2 have Permission to create a collective task in the Subdomain where M102 data is held, the Sergeant is allowed to perform those actions.  (Figure 3)
2.3 The Data

2.3.1 Domains and Subdomains 

The ATIA system is designed to be a centralized area that houses each Proponent School’s training database. While centralizing each school’s database into one location, however, ATIA maintains a rigid separation of the schools’ data by providing overarching Security Domain XE "Domain" s for each school. Members of each school retain access to the data within their own Domains, although staff from one school may not access training materials from other schools without permission from those other schools. 
Within each school’s Domain, data is subsequently organized into Subdomains, which will contain links to the data (tasks, documents, etc) that were linked to the Personnel Group in ASAT. However this is just a starting point for the migration. System Administrators will have the freedom to rearrange their Subdomain XE "Subdomain"  contents however they wish. 
It is important to note that it is possible for Subdomain XE "Subdomain:overlapping data"  data to overlap. For example, there may be a Subdomain that contains all Collective Tasks relative to M109 Howitzer training, or that it contains all training products for the M109 Howitzer. Note that the possibility is not mutually exclusive: it is possible to have two Subdomains containing some of the same elements existing 

side by side. While you may have two Subdomains containing Collective Tasks, for example, the Access Groups that are linked to each Subdomain will contain different users with different sets of Permissions.

Remember, too, that it is possible to have a single Access Group linked to many Subdomains. This could save you work if the members of a single access needs to have access to data in more than one Subdomain. 

 It is important to note that although the school databases will reside centrally within ATIA, all aspects of retrieval and modification of that data are under the control of the school that “owns” the data. Access control is entirely determined by each school based on that school’s policies.

[image: image3]
Figure 3. Static and Dynamic Access Control


[image: image4]
Figure 4. Example of ATIA Domains and Possible Subdomains
2.4 Library Groups

Library access is determined by the Library Group that each user is assigned to. Library Groups XE "Library Groups" , or RDL Groups XE "RDL Groups" \t "See Library Groups" , are similar to Access Groups in that they each contain users with the same type of document access permissions. It is important to note that qualifications for each of the seven levels of access, or distribution restrictions XE "distribution restrictions" , are defined by the Army, not the schools.  

ATIA also allows the SA to assign users to Catalog Access Roles XE "Catalog Access Groups" , which are groups of users that have access to library documents for a specific period of time. These groups are for documents in the digital library that fall outside the standard distribution restriction-based security rules.
Because distribution restrictions are fixed, administrators will only be able to control user access to library contents by adding users to, and removing them from, the pre-existing and predefined Library Groups. (Table 5) It is very important to note, however, that sensitive or access restricted documents are housed in the RDL, and it is the responsibility of the SA to see that each user is assigned to the proper Library Group for his or her level of access.
	Library Group
	Description of Access Permissions

	PUBLIC
	Approved for public release; distribution is unlimited.

	US_GOVT
	Distribution authorized to U.S. Government agencies only. This determination was made on ____. Other requests for this document will be referred to ____.

	US_GOVT_CNTRCTR
	Distribution authorized to U.S. Government agencies and their contractors only. This determination was made on ____. Other requests for this document will be referred to ____.

	DOD_CNTRCTR
	Distribution authorized to DOD and DOD contractors only. This determination was made on ___. Other requests for this document will be referred to____.

	DOD_ONLY
	Distribution authorized to DOD components only. This determination was made on ____. Other requests for this document will be referred to.

	AS_DIRECTED
	Further dissemination only as directed by or higher authority. This determination was made on ____.

	EXPORT
	Distribution authorized to U.S. Government agencies and private individuals or enterprises eligible to obtain export-controlled technical data in accordance with regulations implementing 10 USC 140c. This determination was made on ____. Other requests for will be referred to ____.


Table 4. ATIA Library Groups

3 Applying Business Rules to Security Policies
The intent of this section is to summarize the rules that underlie ATIA security administration. Knowing these rules will help clarify the type of system access that may be granted to users and the access controls that you will need to implement to administer your system’s security policies. Please refer to Figure 3 for an illustration of the following rules.
· A user can be assigned to many Role Groups XE "Role Groups:and users" .

· A user’s Role can change based on what the user is trying to do. For example, User 1 is a Training Analyst for Artillery Officer Basic tasks, and a Training Developer for M102 tasks. 
· Specific Role Groups must be assigned for specific functions. For example, if a user is a Material Item Maintainer, the user must have that role in order to be permitted to edit a material item table. (See a full list of Roles that have Role Checks associated with them in Table X)
· A user can belong to many Access Groups XE "Access Groups:and users" . For example, User 1 belongs to both Access Group 1 and Access Group 3.

· Access Groups can have many users.  An Access Group also can have only one user as with Access Group 3.

· Access Groups XE "Access Groups:and Permissions"  can be linked to one Permission XE "Permissions:and Access Groups"  or many. Task Approvers in Access Group 2 may only be permitted to Manage, or alter the status of, a product. Task Developers in Access Group 1, however, may be permitted to View, Create, and Edit products.

· A Subdomain XE "Subdomain:and Access Groups"  may be linked to one Access Group XE "Access Group:and Subdomains"  or many. Access Group 2 and Access Group 3 are both linked to Subdomain B.

Figure 5. Illustration of  ATIA Business Rules
4 System Administration Using TDDT
If you have not already read chapters 2 and 3, you are strongly advised to go back and do so now. In order to administer the data in your Domain properly, it is vital that you understand the interconnectivity between the users, the data, and the access controls. To utilize the systems security and organizational features to their fullest, you must be able to consider and select your steps methodically before you make them.
This chapter will describe how the SA can use TDDT for the following functions:
· Adding a New User 

· Modifying User Access and Permissions

· Creating a New Access Group

· Creating an Access Group Permission

· Creating a Security Subdomain

Note that since each school will be provided with its own Domain as part of the migration process, there will only rarely be a need to create a new Domain. If there is, that Domain will be created by the ATSC XE "ATSC:Administrator"  Administrator at Ft. Eustis. No other SA-level personnel will have the ability to execute the create Domain command, so this function is not discussed here.

At this point, if you have not loaded the TDDT software onto your computer, you should do so before proceeding. 

Upon opening TDDT, the system will give you three tasks to select from: start a new document, open a document from your computer, or open a document from the server. There is also a Cancel button that will close the popup, but will not cause you to exit TDD.

4.1 System Administration subfolder 

When you open TDDT and request a New document, the New Document popup will appear. The popup is set up like Windows explorer, so the icons you see and the list of subfolders on the left panel should not be unfamiliar. The popup has two areas: the Categories panel on the left, and the Documents panel on the right. Between the two panels are two icons: the Delete icon, which can be used to delete a subfolder that you do not use, and the New Folder icon, which can be used to create a new, personalized subfolder for those record templates that you use most often. (Figure 6)  Notice that, on the left panel, a folder called Document Templates is open and contains a number of subfolders. At the bottom of that list is the folder you will be working with: the System Administration folder. 
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Figure 6. TDDT New Document Popup
If you click the System Administration folder, a list of blank record templates will appear in the Documents panel. As a System Administrtor, these are the files you will use to implement access control on your data.
4.1.1 About Creating New “Documents”
In general, the process for creating a new record, no matter what type of record, is essentially uniform in TDDT, and all new record screens will contain the same three types of panels. (Figure 8) Some panels in TDDT may use the word “Document XE "Document" \t "See Record" ” in their title bars. This is standard across TDDT and is not indicative that you are creating a formattable, printable document, per se. This manual will use the word “record” to refer to any administrative feature that you are creating or modifying in general, but will continue to call the panels or popups referenced by their correct titles.
If you have just opened TDDT, the system will ask you what you would like to do. Either select “Open a New Document,” or: 

1. Go to File on the TDDT menu bar.

2. Select New from the File dropdown.
3. Select the desired subfolder.
4. Select a blank template from the Documents list at right and click the OK button.
Again, this is the standard procedure for opening all blank New Documents. Once you have performed these steps, the screen that will appear will contain three sections: a blank Record panel XE "Record panel"  that runs down the right side of the screen (any template will have at least one data field in this area), the Document Contents panel XE "Document Contents panel"  at the upper left, and the Related Objects panel XE "Related Objects panel"  on the lower left. (Figure 8)
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Figure 7. The TDDT New Documents Screen
The Document Contents panel is both a summary of the fields in the New Record and a navigation mechanism that will help you move around in the document you are creating. By clicking on one of the Document Contents items, the Record panel at the right will scroll itself down to show the field you selected at the top of the screen, in the same way that a web document will allow you to “jump” to a topic further down the page.

The Related Data panel XE "Related Objects panel"  contains a dropdown menu listing all the elements that may be added to the new record  you are creating. There will be an item in the dropdown that corresponds to 
each category in the new record except for fields such as Title and Description, which you must key in. By selecting an item from the dropdown and clicking Go, the Related Objects panel will return a list of items that you may drag and drop into the Record panel. Note that while TDDT supports the drag and drop function, unlike the Windows operating system, it can only drag and drop one item at a time between panels.

It is also worth noting that once you have pulled up a list of Related Objects, you may view the contents of any of the listed items by double-clicking it. This way, if you are unsure that you want to move an item from the Related Objects panel to the Record pane XE "Record panel" l, you may first review its contents. The system will open the item in a new window. When you are finished, simply close that window to be returned to your New Document screen.

Beneath the dropdown menu on the Related Objects panel are the Filter XE "button:filter "  and Refresh button XE "button:refresh" s. The Filter button can be used to streamline and tailor the data lists you wish to view. This is especially useful for lists such as Collective or Individual Tasks, which may contain thousands of data items. The Refresh button deletes only the list that has been selected from the dropdown menu and rebuilds the list with fresh data from the server. For more information on Filtering and Refreshing, see the TDDT online help.
4.2 Adding a New User 

Whenever a new user comes onboard at a school, that user must be instructed to acquire valid AKO account if they do not already have one. The user must then be directed to use their AKO User ID and Password to log into the ATIA Soldier Portal at www.train.army.mil. Once ATIA allows a user into the Soldier Portal, the system uses its contact with the AKO server to build a User Identity for the user. In other words, it makes it possible for the system to add this user’s name to the long list of AKO User IDs that ATIA collects and makes available to you.
Once the user has acquired an AKO account and logged in to the ATIA Portal, your job begins. The user must be associated with a Role Group and an Access Group as a prerequisite to linking the user to permissions and then to specific data within the Domain. Fortunately, these steps can all be accomplished as part of a single process.
To add a new user XE "user:add new" : 
1. Go to File. 
2. Select Open From Server
3. When the Open a Document from the Server window pops up, click the arrow next to the dropdown list and select User.
4. Click the Go button. 

5. Click the Refresh button under the dropdown to update your cached data from the server and ensure that your new user will appear on the User list.

6. At this point, TDDT will ask you to login if you have not already done so. Using your AKO User ID and Password, login if necessary.

7. Select the UserID of the user you are adding to your Domain, and click the OK button at the bottom of the pop up window.

8. When the Record opens, go to the Related Data panel and click the down arrow. 

9. Select Security Domain from the dropdown list, and click Go.

10. Select the Domain the user will be added to, and drag and drop the Domain anywhere in the Record panel.  (Any item you drag and drop will snap to the correct field.)
Next, you can add this new user to an existing Access Group XE "Access Group:add new user to"  using the same User Record you are working in. To do this: 

11. Select Access Group from the Related Data dropdown and click Go. 

12. Double-click on the name of the Access Group to open that record. The record will show you the names of the other users that are members of that group and the Access Group Permission that is linked to the Access Group. 

13. Select the Access Group the user will be added to, and drag and drop the name of the Access Group into the Record panel. Remember, a user may be assigned to more than one Access Group depending on the data that the user will be accessing. Drag and drop as many Access Groups as is necessary.
Lastly, follow these steps to add the new user to an existing Role Group XE "Role Group:add new user to" :

14. Select Role Group from the Related Data field and click Go. 

15. To view a definition of a Role Group, double-click on the Role to open that record. (Remember that Role Groups are static; the SA does not have the right to change the definition of a Role Group or add or delete a Role Group from the list.)
16. Select the appropriate Role Group name from the list, and drag and drop the Role Group into the Record panel. (Note: you may assign a user to more than one Role Group depending on the user’s duties.)

To Save XE "Saving"  the user’s new links:
17. Go to File, select Save to Database.

18. The Enter Change History dialog box will open. You must enter a brief description of the changes you’ve made, or the system will not proceed. Once you have keyed in the description, select OK.

4.3 Creating a New Access Group
The Access Group XE "Access Group:create new"  is a group of users who share the same access privileges and permissions. You may wish to create an Access Group to allow a set of users to view and edit specific data in a Subdomain, such as only Individual and Collective Tasks. Follow the steps below to create a new Access Group.
1. Go to File on the TDDT menu bar, then select New. 

2. If you have created a System Administration subfolder, click on it to view the contents. Select the Access Group file from either the System Administration subfolder or the Document Templates list and click the OK button at the bottom of the New Document window.

3. When the blank record window opens, key in a Description of the Access Group that you are building (e.g., All Training Developers for M109 Howitzer Individual and Collective Tasks) (Note that the Creation Date and Migration Source will be filled in by the system when you save the new Access Group.)
4. Key in a Group Name for the Access Group. 
5. Put your cursor on the Security Domain data field in the Record panel. 

6. When the Domain popup appears, select your school’s security Domain from the list by clicking it once. 

7. Click on your school’s Domain in the Related Data panel. (You may simply select your school from the list if you are using the popup in the data field.)
8. Skip the next item, Access Group Permission. We will return to this item after the Access Group has been created.

9. Go to the dropdown in the Related Data field an click the down arrow. Select User from the dropdown and click on the Go button. 

10. Select a user you wish to add to the Access Group and, holding down your left mouse button, drag and drop the user’s name anywhere in the Record panel.

11. Repeat this process for each user you wish to add.

12. When all users have been added to the Access Group, select File, and Save To Database. The Access Group will be saved by the Title you gave it in step 4.

13. To view your Access Group, go to the Related Data panel, select Access Group from the dropdown menu, and click the Go button. Click the Refresh button, then scroll down to find your new Access Group at the end of the list.

4.4 Creating a New Access Group Permission 

Whenever you create a new Access Group, you will need to create a new Access Group Permission XE "Access Group Permission:create new"  to link the Access Group users to both the permissions they will exercise and the type of data they will be exercising those permissions on. These instructions assume that the Subdomain whose data the Access Group will be accessing is already constructed. If it is not, proceed to section 4.5 and Create a New Subdomain before proceeding with these steps.

To create a new Access Group Permission record,

1. Go to File, then select New. 

2. Click on the System Administration subfolder to view the contents. Select the Access Group Permission file from the Document Templates list and click the OK button at the bottom of the New Document window.
3. When the blank record window opens, place your cursor in the AccessGroupEntity data field on the Record panel. When the popup containing all the Access Groups in your Domain appears, select the Access Group you will be working with. (Note: you may only add one Access Group to this field.) 
4. Next, on the Related Data panel, click the down arrow button to reveal the menu, select Object Area from the dropdown, and click the Go button. 

5. Select the type of data this Access Group will be exercising their permissions on (for example, Collective Tasks and Individual Tasks).

6. Drag and drop those types of data into the Object Areas field using the same method described above in section 4.3, step 10.

7. Return to the Related Data dropdown. Select Permission Group, then select Go.

8. Select a group of permissions from the Permission Group list and drag and drop it into the Record panel. Note: to review the Permissions that are bundled into one of the pre-set Permission Groups, double-click on the Permission Group’s name in the Related Data panel. Also note that you may skip this step and simply assign individual permissions to the Access Group Permission in steps 10-11.

9. Return to the Related Data panel and click the down arrow button to reveal the menu.

10. If you did not select any Permission Groups, select Permissions from the dropdown, and click the Go button. 

11. Select each Permission you will be assigning to users in the Access Group, then drag and drop it into the Permissions field on the Record panel.

12. After you have assigned Permissions, you are now ready to link the Subdomain. On the Related Data panel, click the down arrow button to reveal the menu, select Security Subdomain from the dropdown, and click the Go button. 

13. Select the Subdomain you are linking to the Access Group Permission, and drag and drop it into the Security Subdomains field.

14. When you are finished adding all your selections to the Record panel, select File, and Save To Database. The Access Group Permission will be assigned a numerical designation by the system and saved to the database. 

15. To view your new Access Group Permission, go to the Related Data panel, select Access Group Permission from the dropdown menu, and click the Go button. Click the Refresh button, then scroll down to find your new Security Subdomain at the end of the list. (Note: If you are unsure that the last Access Group Permission in the list is the one you just created, double-click it to open and review its contents.)

Recall that in step 8 of section 4.3, Create an Access Group, we skipped the step that would link the new Access Group to the Access Group Permission nexus because we had not yet created the Access Group Permission. If you open that Access Group record now, you will see that the link between the Access Group and Access Group Permission (which we created in step 3 of section 4.4, Create an Access Group Permission) appears in that record. 

4.5 Creating a New Subdomain
The Subdomain XE "Subdomain:create new" , as we have defined it in Chapter 2, is a collection of data with a logical connection. The Subdomain can contain many kinds of data (e.g., 10 Drills, 50 Individual Tasks, and 30 Collective Tasks), or just a few of one kind (e.g., 5 Collective Tasks). 

To create a new Subdomain: 
1. Go to the menu bar and select File, then New. 
2. When the New Document window pops up, click on your System Administration subfolder it to view the contents. (Sort through the Documents list until you have found the Security Subdomain file.) Select the Security Subdomain template and click the OK button at the bottom of the New Document window.
3. When the blank record opens, key in a Description of the contents of the Subdomain that you are building (e.g., MTPs only, or CBN-related Collective Tasks)

4. Key in a Title for the Subdomain. Note: be sure to use a logical method in naming your Subdomains as you may have many, and keeping track of the contents of each is vital.
5. Put your cursor on the Security Domain data field in the Record panel. When the Domain popup appears, select your school’s security Domain from the list by clicking it once. 

6. Next, go to the dropdown in the Related Data field and click the down arrow. Select Access Group Permission from the dropdown and click on the Go button.
7. Click on the desired Access Group Permission and drag and drop it into the Record panel. (Note: this will allow you to link already existing Access Groups with specific permissions to this new Subdomain.)
8. Go to the dropdown in the Related Data field and click the down arrow. Select Collective Task from the dropdown and click on the Go button. (You may wish to use the Filter button to sort through the results of a Collective Task search; see the TDDT online help for details.)
9. From the results, select any Collective Task(s) you wish to add to the Subdomain, and drag and drop each one into the Record panel. (Remember, each Task must be selected and then dragged and dropped separately.) 
10. Repeat the selection and drag and drop processes for any Courses, Drill Books, Events, Exercises, Individual Tasks, Individual TSPs, Lesson Plans, MTPs, STPs and Task Groups you wish to add to the new Subdomain.  (NOTE: You may only wish to add certain types of data, such as Collective Tasks. Skip over those types of data that you do not wish to add.)
11. When you have finished adding data elements to the Subdomain, click File and select Save to Database. Your new Subdomain will be saved by the Title you gave it in step 2. 
12. To view your New Subdomain, go to the Related Data panel, select Security Subdomain from the dropdown menu, and click the Go button. Click the Refresh button, and scroll down to find your new Security Subdomain at the end of the list.
4.6 Modifying a User’s Access and Permissions
While we have focused on creating new Access Groups XE "Access Groups:editing"  and Subdomains and assigning new users to Role and Access Groups, it will often be the case that a user’s links must be modified or eliminated altogether as personnel rotate into and out of staff positions at a proponent school.
Fortunately, the basic steps to change a user’s Role Group, remove a user from an Access Group, and remove data from a Subdomain are all the same.
To add data to a record:

1. Go to File, select Open from Server. 

2. Click on the kind of security record you wish to modify (e.g., Role Group XE "Role Group:editing" , Access Group, Access Group Permission XE "Access Group Permission:editing" , Subdomain XE "Subdomain:editing" , or User XE "User:editing" .)

3. Go to the Related Data panel and select the type of data from the dropdown that you wish to add to the record (for example, select User to add a user to a Role Group, select Drills to add a Drill to a Subdomain, select Permission to add a new Permission to an Access Group Permission). When the list of desired data appears, drag and drop the new data item into the Record panel.

4. Select OK when you have finished.

5. To save your edits, go to File, and select Save.

Note that there is an exception to this rule: you many only modify data records within your own Domain. You will not be allowed to select a Domain other than your own and be permitted to save a new or modified record to that Domain unless you have been given specific rights to do so by that school’s SA.

To delete a link from a User XE "user:delete a link"  record, an Access Group XE "Access Group:delete a link" , a Subdomain XE "Subdomain:delete a link" , or any security record: 

1. Go to File, select Open from Server. 

2. Click on the security record you wish to modify (e.g., Access Group, Role Group, Subdomain, or, the easiest, User.)

3. When the record opens, click on the field in the Record panel that you wish to modify. An Edit Links popup will appear listing all the data items that are linked through that field. 

4. Click on the data item in the Edit Links popup that you wish to remove, and hit the Delete key on your keyboard. 

5. Repeat the process for all fields which you desire to modify. Select OK when you have finished. (Note, if you select the wrong field by accident, click Cancel on the Edit Links popup to abort the edit on that field.) 
6. To save your edits, go to File, and select Save.
4.7 Alternative Methods 
It is important to note that adding links to the User record is the fastest and easiest way to add a new user, it is not the only way.

You may also add a user to a Domain XE "Domain:associate new users"  via the Domain record, although, depending on the size of your domain, this may take some time and is not advisable. To add a user to a Domain using the Domain record:

1. Select File, Open from Server.

2. Click the arrow next to the dropdown list and select Security Domain Entity, then click Go.
3. Select your school’s Domain, and click the OK button at the bottom of the popup window.

4. TDDT will then provide a popup that asks if you wish to “Check out for editing?” Click Yes.

5. If you are not logged in, TDDT will require you to log in at this point. Once you have done so, TDDT will open the Security Domain you requested. (Note: this may take some time depending on the size of your Domain.)
6. Go to the Related Data panel and click the down arrow.

7. Select User from the dropdown list, and click Go.

8. The resulting list may be long. Click on UserID on the Details bar to sort the listed names alphabetically in either ascending or descending order.

9. Use the scroll bar if necessary to scroll to the name you wish to add.

10. Select the desired UserId and drag and drop the name anywhere in the Record panel.

11. If you scroll to the bottom of the Security Domain record, you will see the user’s name at the bottom of the list of linked users.

12. Go to File, select Save to Database.

13. The Enter Change History dialog box will open. You must enter a description of the changes you’ve made, or the system will not proceed. Once you have keyed in this description, select OK.
Utilizing this alternative means that you must still link the user to a Role Group and Access Group. These steps include opening a Role Group and dragging and dropping the user into that user list (using the same type of drag and drop methods that are listed in 1-13 above), and opening an Access Group and dragging and dropping the new user into that user list.

5 Administration Using the ATIA Administrative Portal
6 Administering News Feeds

SA tasks could include managing news feeds for one or more MOS. The individual responsible for this function will be assigned to the “News Administrator” Role Group.
ATIA uses what is literally called “Really Simple Syndication” (RSS) technology for its News Administration features. RSS is a Web content syndication format written in XML.  
In order to link to a particular news item, that item must be formatted as an RSS file. To link to a specific publication on a school website for example, the school’s website administrator first needs to format that publication as an RSS file. More information on RSS files and how to build them can be found at the following website: http://www.infoworld.com/rss/rss_info.html
Once there is an RSS file to add as a news feed, the SA must input the following elements:

	Element
	Description
	Example

	Title/Name
	The name of the channel. It's how people refer to your service. If you have an HTML website that contains the same information as your RSS file, the title of your channel should be the same as the title of your website.
	Infoworld Top News Stories

	URL/Link
	The URL to the RSS News Feed File.
	http://www.infoworld.com/rss/news.rdf

	Description
	Phrase or sentence describing the channel.
	Technology News

	News Feed Id
	Unique ID
	


Table 6. Inputting RSS News Feed Elements
The administrator is then free to assign that News Feed to one MOS or many. The administrator may also delete a News Feed, if necessary. 
Follow the steps in the graphic below to create an assign a News Feed.


Figure X. Administering News Feeds

7 Generating Reports

Troubleshooting and Diagnostics

The ATIA-M system is designed to provide support regardless of the user’s starting level of experience.  It is designed to alert the user that he/she may be in difficulty before a problem occurs.  This helps the user avoid potential problems.

7.1 Help Desk Support XE "Help: Help Deesk" 
Help for users will be provided in a variety of forms, from pre-formatted Frequently Asked Questions (FAQs), through context sensitive help, to tailored responses, to unique individual queries.  The system works best if users first try to help themselves.  Go to the FAQ first to see if your question can be answered easily.

If the FAQ does not address your question then you should electronically submit a trouble ticket as instructed on the Help page.  In most cases, you will receive an email response within 24 hours.  The most important thing to remember to get a quick answer is to provide a detailed description of what is wrong.  If you say, “It won’t find what I want!” the Help Desk technician will have to write you back asking for more details to properly help you fix the problem.

As a last resort, you can call 1-800-ASK-ATSC (Mon - Fri., 0700-1700 EST) to leave a verbal description of the problem.  All calls will be answered in the sequence they are received; the only exception being for troops deployed overseas in an operational area.

The more complex your problem, the longer it will take to fix.  Our experience has been that the vast majority of user problems fit into a few easy to fix categories; therefore, the clearest description of your problem will speed the resolution of it for you.

Help Desk support is available to the user at any time.  Help is also available within ATIA by:

· Clicking the ASK-ATSC button located at the top of the page to view the help desk’s website and access on-line help.

· Clicking the Question Mark button located on each portlet to view more information about that portlet.

Appendices

Note: The number, names, and descriptions listed in the following sections are subject to change.
Appendix A: ATIA Role Groups
It is important to remember that Role Groups are an integral part of the ATIA security system. In many cases, the Role Group is checked before a user is permitted to modify or save data. The Role Group also determined what part of the system a user should have access to, such as the Administrative tables. Below, Table A1 lists all the ATIA Role Groups and their descriptions. 
	
	Role Group
	Group Descriptions

	1
	AdminEligible
	Eligible for delegated administration

	2
	all-users
	All ATIA Users

	3
	ASIMaint
	Each proponent will have a maintainer to enter proposed Additional Skill Identifier data.

	4
	ATSC SA
	The ATSC System Administrator has full control of security domains, can grant administrative roles to other users and can associate users with a Security Domain

	5
	AUTLMaint
	A single AUTL Maintainer, residing in the ATZL-SWW organization element, will be the only person with add, modify, delete authority as assigned by the ATSC system administrator. 

	6
	CategoryDeveloper
	Users at proponent schools who maintain the list of user-defined categories

	7
	CertificationMaintainer
	Maintains the list of certifications

	8
	CourseManagerMACOM
	This is the individual at MACOM level who is responsible for implementation of training through validation of appropriate resources (Instructors, facilities ammunition, equipment) to train the Army.  This individual verifies MOS/AOC training strategy and all variable course data from resource document submissions (ITP, CAD, POI) for each course and identifies and coordinates with DA DCSOPS and DA DCSPER on constraints to training that may become potential training stoppers.  This individual represents assigned TRADOC schools at the annual Structure and Manning Decision Review (SMDR) at DA DCSPER to ensure appropriate assignments of training requirements and resources with the POM.

	9
	CourseManagerProp
	This is the individual assigned by the course proponent to ensure the efficient presentation of the assigned course over time.  A Course Manager for a specific course ensures it is current, establishes class start and end dates, submits CAD and POI, ensures iterations are presented as designed and scheduled (start and end dates), assists Class Managers as needed, acquires resources required to present the course, identifies course problems and implements viable implementation solutions.

	10
	CourseValidator
	Validator actors may be needed to edit/adjust the course information. He/she may be part of an informal approval/validation  process that may or may not necessarily display in the course report.

	11
	DelegatedAdministrator
	All ATIA Delegated System Administrators

	12
	DocumentAdmin
	A user who is updating the card catalog

	13
	DutyPositionMaint
	The proponent for Duty Position is TAPC. A single TAPC maintainer is envisioned to maintain the active Duty Position data. Each proponent will have a maintainer to enter proposed Duty Position data.

	14
	Editor
	Individuals who edit the data to ensure accuracy and clarity. Often involved in the approval process of training

	15
	EustisServiceRole
	The role for web service clients accessing the Eustis RDL web service.

	16
	Instructor
	Any individual, military or civilian, who conducts instruction.  This instruction may be on-site in the actual presence of Learners, via electronic means such as Video Tele-training (VTT) or web-based education/training, or providing assistance to a Learner engaged in a self-paced education/training program.

	17
	Learner
	This is an individual engaged in acquiring knowledge and skill by actively participating in a directed or self-motivated education/training course/courseware.

	18
	Major Function SA
	Grant Sub Function SA role and Administer permission on subdomain to users. Grant non-admin roles and permissions to users on assigned subdomain

	19
	MasterDocumentMaint
	The individual who maintains the list of reference documents for the system on the official, army wide level.

	20
	MaterielItemMaint
	Maintains the list of Materiel Items in between inputs from official data sources such as FedLog.

	21
	MissionMaintainer
	This person will maintain the basic data for each. Therefore, a single Mission Maintainer, residing in the Collective Training Directorate, ADCST-W organization element, will be the only person with add, modify, delete authority as assigned by the ATSC system administrator. 

	22
	MOSMaintainer
	The proponent for Occupational Specialty is TAPC. A single TAPC maintainer is envisioned to maintain the active Occupational Specialty data. Each proponent will have a maintainer to enter proposed Occupational Specialty data.

	23
	NewsAdministrator
	This individual maintains the Personalized News feature of ATIA by maintaining a list of news sources and the associations between news feeds and ATIA user demographics. This person ensures that the right news is routed to the right users.

	24
	OfficialOrgMaint
	This individual maintains the official list of organization data for ATIA

	25
	OfficialTADSSManager
	This individual maintains the official list of Training Aids, Devices, Simulators and Simulations for ATIA

	26
	Organization SA
	Full control of subdomains within assigned domain. Grant lower level admin roles to users. Grant Administer permission on subdomains to users. Associate users to assigned Security Domain

	27
	OrgMaintainer
	This individual maintains the organization list with unofficial data between official updates.

	28
	PropCMFMaint
	This individual maintains the unofficial list of career management fields for a proponent. This user can created proposed CMFs that may be approved at some later time by the official CMF list maintainer.

	29
	SQIMaintainer
	This individual maintains the unofficial list of Special Qualification Indicators for an organization.

	30
	STUDENTS
	All Students

	31
	Sub Function SA
	Grant non-admin roles and permissions to users on assigned subdomain

	32
	SubjectMatterExpert
	This is an individual who has knowledge of and can perform tasks and supporting skills and can apply the knowledge of a specific job/duty position.  They are task content experts.  This individual provides the technical expertise for the job/duty position.  Army SMEs may be Soldiers/Civilians in units, Instructors, Task Performers, and their Supervisors.  There are three levels of SMEs - apprentice, journeyman, and master.

	33
	Suborganization SA
	Same as Organization SA but constrained to working on specific subdomains

	34
	TADSSManager
	This individual maintains an unofficial list of Training Aids, Devices, Simulators, and Simulations for a proponent.

	35
	TAPCASIMaintainer
	The proponent for Additional Skill Identifier is TAPC. A single TAPC maintainer is envisioned to maintain the active Additional Skill Identifier data. 

	36
	TAPCCMFMaintainer
	This individual maintains the official list of Career Management Fields for the Army

	37
	TAPCMOSMaintainer
	The proponent for Occupational Specialty is TAPC. A single TAPC maintainer is envisioned to maintain the active Occupational Specialty data. 

	38
	TAPCSQIMaintainer
	This individual maintains the official list of Special Qualification Indicators for the Army.

	39
	TAPDDutyPostMaint
	The proponent for Duty Position is TAPC. A single TAPC maintainer is envisioned to maintain the active Duty Position data

	40
	TRADOC SA
	The TRADOC System Administrator has full control of security domains, can grant administrative roles to other users and can associate users with a Security Domain

	41
	Training Analyst
	A training analyst (soldier, civilian, or contractor) actor primarily creates and edits training information. He/she can delete proposed training to which they have been given delete rights.

	42
	Training Approver
	This individual is a chain-of-command supervisor who approves the work done on training before it can become an active (released) piece of training. An approver is limited to entry of an approval date and comments.

	43
	Training Developer 
	An individual who is an educational/ training development subject matter expert who translates analysis data into a blueprint for training.  They integrate all resource requirements, structure, objectives, test items, training sequence, student evaluations and program of instruction for resident and non-resident training. 

	44
	Training Manager
	This individual is responsible for the management of the training development process within ATIA

	45
	UnitTrainingManager
	This individual is responsible for implementing training in an Army unit.  It includes such management activities as:  planning, budgeting, organizing, acquiring training products, scheduling, and providing evaluation feedback to the training/task proponent concerning the quality and usability of the provided training materials.

	46
	VisualInfoSpclst
	This individual is responsible for the creation and/or reuse of multimedia content in ATIA developed training

	47
	wlcs_customer
	Used by Commerce Web Application


 Table A1. ATIA Role Groups
As discussed previously, Role Groups cannot be deleted or added by a local SA, and should be as closely matched to a user’s job description as possible. The reason for the latter is that sometimes, in addition to checking a user’s access group and permissions, ATIA also checks the Role Group before allowing a user to access, modify, and save a record. Table A2 is a partial list of Role Groups that are specifically checked before a user can perform the open, edit, save functions against specific data records, such as material tables. In other words, a Training Developer may be a member of an Access Group that is linked to a Subdomain containing Equipment tables. If the Training Developer does not also have an Equipment Item Maintainer Role, the TD will be unable to open, edit, or save the Equipment tables even though her Access Group has those permissions. 

	Role Group
	Function performed
	Security check(s)

	ASIMaint
	Open/edit/save Addditional Skill Identifier
	Role 

	ATSC SA
	Create/remove/modify Security Domains, Access Groups, Role Groups, Library Groups
	Role

	AutlMaint
	Open/edit/save AUTL records
	Role

	CategoryDeveloper
	Open/edit/save category records
	Role

	CertificationMaintainer
	Open/edit/save certifications lists
	Role

	CourseManagerMACOM
	Open/edit/save MACOM courses
	Role

	DutyPositionMaint
	Open/edit/save qualifications tables for duty positions
	Role

	MasterDocumentMaint
	Open/edit/save Reference table records
	Role

	MaterielItemMaint
	Open, edit, save LIN and material table records
	Role

	MissionMaintainer
	Open/edit/save mission records
	Role

	MOSMaintainer
	Open/edit/save MOS standards for Enlisted, Warrant, Civilian MOS, Area of Concentration, and MOS Skill level. 
	Role

	NewsAdministrator
	Open/edit/save news feeds on the ATIA portal
	Role

	OfficialOrgMaint
	Open/edit/save Organization, Element, TOE, MTOE, TDA, Unit, and Unit Type records.
	Role + Access

	OfficialTADSSManager
	Open/edit/save official TADSS tables
	Role

	PropCMFMaint
	Open/edit/save Career Management records
	Role

	SQIMaintainer
	Open/edit/save SQI table record 
	Role

	Training Analyst
	Open/edit/save Col Task, Ind Task, Drill Task, MTP, STP, Drill Book,
Individual TSP, Lesson Plan, Course, Task Group, Event, Exercise Col Task, Ind Task, Drill Task, MTP, STP, Drill Book,
Individual Tsp, Lesson Plan, Course, Task Group, Event, Exercise
	Role + Access Grp

	Training Approver
	Open/edit/save Col Task, Ind Task, Drill Task, MTP, STP, Drill Book,
Individual TSP, Lesson Plan, Course, Task Group, Event, Exercise
	Role + Access Grp

	Training Developer
	Open/edit/save Col Task, Ind Task, Drill Task, MTP, STP, Drill Book,
Individual TSP, Lesson Plan, Course, Task Group, Event, Exercise
	Role + Access Grp

	Training Manager
	Open/edit/save Col Task, Ind Task, Drill Task, MTP, STP, Drill Book,
Individual TSP, Lesson Plan, Course, Task Group, Event, Exercise
	Role + Access Grp


Table A2. Role Groups Used in Security Checks

Appendix B: Glossary of Acronyms
	ADLSC
	ATIA Digital Library Services Configuration

	AIS
	Automated Information Systems

	AKO
	Army Knowledge Online

	ATIA
	Army Training Information Architecture 

	AUTL
	Army Universal Task List

	CATS
	Combined Arms Training Strategy

	CCS
	Common Core Services

	COE
	Common Operating Environment

	COP
	Common Operational Picture

	COTS
	Commercial Off-the-Shelf

	DII
	Defense Information Infrastructure

	DL/DR
	Digital Library / Data Repository

	DoD
	Department of Defense

	DTF
	Digital Training Facility

	ELO
	Enabling Learning Objective

	GOTS
	Government Off-the-Shelf

	HHC
	Headquarters and Headquarters’ Company

	ITC
	Individual Training Configuration

	LAN
	Local Area Network

	LMC
	Learning Management Configuration

	METL
	Mission Essential Task List

	MOS
	Military Occupational Specialty

	MTOE
	Modified Table of Organization and Equipment

	MTP
	Mission Training Plans

	OPFOR
	Opposing Forces

	POC
	Point of Contact

	POTS
	Plain Old Telephone System

	RDL
	Reimer Digital Library

	SA
	System Administrator

	SGL
	Small Group Leader

	SME
	Subject Matter Expert

	SSN
	Social Security Number

	TDDC
	Training and Doctrine Development Configuration

	TDDT
	Training and Doctrine Development Tool

	TRMC
	Training Resource Management Configuration

	TSP
	Training Support Package

	UTMC
	Unit Training Management Configuration

	WAN
	Wide Area Network

	WAP
	Wireless Application Protocol

	WYSIWYG
	“What you see is what you get”


Appendix C: Glossary of Terms
	Term
	Definition

	Access Group
	A collection of users who share access to the same types of data and are granted the same Permissions to exercise against that data. 


	Access Group Permission
	The nexus that connects users to data, controlling both the Permissions the users have been granted and constraining the excercise of permissions to specified types of data in the linked Subdomain.



	Army Knowledge Online (AKO) 
	All TDDT and ATIA users are required to have an account with the Army Knowledge Online, which is the official online knowledge management tool for the US Army. Users must log in to TDDT and the Soldier Portal using their AKO User ID and Password. 



	Army Training Information Architecture (ATIA)
	ATIA is a set of software services designed to provide multi-tiered, web-based access to an integrated training information applications suite for users with Internet Explorer or Netscape supported Windows-based systems.  



	Cache
	The cache is designed to speed up access to data by storing data recently retrieved from the database in local memory. Because the cache is located on the user's PC, a cache hit takes much less time to complete than a database retrieval.



	Catalog Access Roles
	 XE "Catalog Access Groups" Groups of users that have access to library documents for a specific period of time. These groups are for documents in the digital library that fall outside the standard distribution restriction-based security rules.



	Clear entire cache
	On the Tools menu, select Clear Entire Cache, to delete the previously cached data.



	Distribution restriction
	The seven levels of access that determine a user's ability to access library content. Each user is linked to a level of distribution restriction that determines the availability of documents in the RDL to the user.



	Document contents panel
	When the user opens a record in TDDT, the screen is divided into three panels: two on the left and one on the right. The panel on the upper left is the document contents panel. This is a navigation tool that contains a list of all the data fields that appear in the record panel. By clicking one of those field titles, the record panel "jumps" down to that item.



	Domain 
	The overarching structure which contains and segregates each school's database.



	Dynamic check
	Determines the user's Access Group Permissions relationships, including permissions and object areas assigned, and the user's Role Group. The dynamic check is the second level of security.



	Individual Training Configuration (ITC)
	Also called "the Soldier portal," or just "the Portal," this web-based system is personalized to the individual who logs in based on grade, skill level, MOS, and duty position. The soldier can access training information, including individual tasks for his/her MOS, course information, and the Reimer Digital Library at this central location.



	Object
	Types of data within in a Subdomain; training products.

	Permission
	Defines the action a user can perform on the data. The eight ATIA Permissions are Create, Edit, Delete, Publish, Share, View, Manage, and Administer.


	Permission Group
	a pre-set combination of permissions that is given a name.


	Portal
	See Individual Training Configuration.


	Portlet
	Highly focused channels of information that use a portal as their container.


	Rebuild cache
	The user is able to clear the previously cached lists and filters and rebuild them with fresh data from the server by going to the Tools menu and selecting Rebuild the Entire Cache. 



	Record panel
	When the user opens a record in TDDT, the screen is divided into three panels: two on the left and one on the right. The one on the right, which contains data fields, is the record panel.



	Refresh entire cache
	The Refresh button on the Open from Server window and Related Data panel deletes only the list being used at that time (e.g., list for individual task or collective task), and rebuilds the list with fresh data from the server. 



	Related data panel
	When the user opens a record in TDDT, the screen is divided into three panels: two on the left and one on the right. The panel on the lower left, which contains a dropdown and lists the data that can be linked to the record, is the related data panel.



	Role-based access control
	A system of user management whereby the user's ability to access data is based on the Role Group to which he is assigned. 



	Role Group
	A group of users whose level of access to information is defined by their duties within their school's organization. 



	Soldier Portal (or just Portal)
	See Individual Training Configuration.


	Static check
	A system check of the user's Role Group; the user either is or is not permitted access to data. This is the first level of security.



	Subdomain
	A collection of data with some logical connection (e.g., all training materials for an MOS, all collective tasks, collective and individual tasks, etc.).


	System administrator
	That group of users who will determine access control and perform other user management functions at the local organization level.



	Training and Doctrine Development Tool (TDDT)
	TDDT is the client-based program used to develop and staff training products (e.g., Individual Tasks, STPs, TSPs, Collective Tasks, etc.) at the school level and serves as the interface mechanism that connects the schools to their databases within ATIA.


Appendix D: Manual Revisions

	Description of Revision:
	Revision Date:
	Revision Author:

	Removed contents of Ch. 5 pending completion of the Admin portal.
	March 10, 2004
	Elisabeth Kinner Bedsole

	Updated Ch. 4 to reflect functionality in latest build (332.1524)
	March 10, 2004
	Elisabeth Kinner Bedsole

	Added table of Role checks to App.A. 
	March 4, 2004
	Elisabeth Kinner Bedsole

	Created glossary of terms
	February 10, 2004
	Elisabeth Kinner Bedsole

	Modified nomenclature to reflect new build (332.1495)
	February 8, 2004
	Elisabeth Kinner Bedsole

	Updated chapter 4 to include instruction on how to use TDDT to administer security. Modified ch 5 to reflect available admin functions.
	January 22-30, 2004
	Elisabeth Kinner Bedsole

	Updated contents of Chs. 2-4 based on new security object model. Redesigned graphics, reorganized tables, added detailed explanations of group functions.
	January 6-13, 2004
	Elisabeth Kinner Bedsole

	Updated list of Role Groups in Appendix based on new Security object model.
	December 12, 2003
	Elisabeth Kinner Bedsole

	Added Glossary of Terms,  Report Generation section
	October 20, 2003
	Elisabeth Kinner Bedsole

	Overhauled structure of document.
	October  17, 2003
	Elisabeth Kinner Bedsole

	Added  section on TDDT administration and troubleshooting & diagnostics
	October  17, 2003
	Elisabeth Kinner Bedsole

	Updated Access Group info based on new security design
	October  17, 2003
	Elisabeth Kinner Bedsole

	Added/updated graphics, added group/user mgmt procedures.
	October  17, 2003
	Elisabeth Kinner Bedsole

	Delineated manual content into sections.
	October 2, 2003
	Genevieve Whiddon

	Created a list of tables and figures.
	October 1, 2003
	Genevieve Whiddon

	Changed ATIA back to ATIA
	September 29, 2003
	Genevieve Whiddon

	Re-Organized Role Group Table with High-Level Categories


	September 18, 2003
	Genevieve Whiddon

	Included ATIA Build in Document Title


	September 18, 2003
	Genevieve Whiddon

	Changed ATIA to ATIA


	September 16, 2003
	Genevieve Whiddon

	Changed Atoms to the TDDT


	September 16, 2003
	Genevieve Whiddon

	Changed Title to Systems Administration: Client Side for ATIA


	September 16, 2003
	Genevieve Whiddon

	Incorporated Functional Support Information

	September 10, 2003
	Genevieve Whiddon

	Incorporated Portlet View Information


	September 3, 2003
	Genevieve Whiddon

	Updated Role Based Access Control Section Based on WFE Feedback


	September 3, 2003
	Genevieve Whiddon

	Updated Coarse and Fine-Grained Security Section Based on WFE Feedback
	September 3, 2003
	Genevieve Whiddon
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“What Permissions may the user’s Access Group exercise against the data within the system configuration?”
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The following are a few Tips for working in the TDDT:


As with most Windows-based programs, you may have several screens open at one time. Click Window on the TDDT menu bar to view the titles of your open documents and toggle between them as you work.


The Document Contents panel can be used as a navigation tool on a long document. Just click the name of the field in the Document Contents list and the Record panel will “jump” to that field. 


You may only drag and drop one item at a time from the Related Objects panel into the Record panel.


The Filter button can be used to streamline long lists of data, such as the Collective and Individual Task lists.


You may double-click on an item that appears in the Related Objects list to view its contents. You may also check out and modify that item, if permitted.


You may Alt-click on an item that appears in the Record panel to view, but not modify, the information in that item.


To remove an item from the Record panel, click on the field, click on the item when it appears in the Edit Field popup, and use the Delete key on your keyboard to delete it.
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By definition, a Role Group is a group of users whose level of access to information is defined by their duties within their school's organization.





An Access Group is a collection of users who share access to the same types of data and are granted the same Permissions to exercise against that data. 








An Access Group Permission is the nexus that connects users to data, controlling both the Permissions the users have been granted and the type of data the users can access.  








Objects are types of training products within a Subdomain. 





The Subdomain can be defined as a collection of data with some logical connection. 





The Domain is the overarching structure which contains and segregates each school's database.
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A Permission defines the action a user can perform on the data. The eight ATIA Permissions are Create, Edit, Delete, Publish, Share, View, Manage, and Administer. 





A Permissions Group is a pre-set combination of permissions that is given a name. 
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